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Why manage research data?  Scil .ifcLab

To make your research easier!

To stop yourself drowning in irrelevant stuff m
In case you need the data later & <;
To avoid accusations of fraud or bad science _.
To share your data for others to use and learn from
To get credit for producing it

Because funders or your organisation require it

Well-managed data opens up opportunities for
re-use, integration and new science



NB?S Accusation of fraud Scil i

-
Science LeTTERS

Cite ax: ). Berg, Science
10.1126'science aanS763 (2017).

Editorial Retraction

Jeremy Berg
EdorarChvel

* Beable to show that you have done
After an investigation, the Central Ethical Review Board in
Sweden has recommended the retraction of the Report “En- what you say you have done

vironmentally relevant concentrations of microplastic parti-

cles influence larval fish ccology,” by Oona M. Linnstedt . oy .
and Peter EXlov, published in Science on 3 June 2016 (1) « Universities want to avoid bad press!
Science ran an Editorial Expression of Concern regarding

the Report on 1 December 2016 (2). The Review Board's re-

port, dated 21 April 2017, cited the following reasons for

thelr recommendation: (i) lack of ethical approval for the

experiments; (i) absence of original data for the expen-

ments reported in the paper; (ki) widespread ladk of darity

concermning how the experiments were conducted. Although

the authors have told Scfence that they disagree with ele-

ments of the Board's report, and although Uppsala Universi-

ty has not yet concluded its own investigation, the weight of

evidence is that the paper should now be retracted. In light

of the Board's recommendation and a 28 April 2017 request

from the authors to retract the paper, Science is retracting

the paper in full,

REFERENCES

L O M Lrmstedt P Eby, Somnce 352 1213 (X016)

2. ) Berg Soence 354 1242 (2016) pubkshed onine | Decermber 2005

Pubinshed onlme 3 May 2007
10 126/ 0ence 20nS 63
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More citations Scil ifelab

Number of Citations in 2004-2005
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* Sharing Detailed Research
Data Is Associated with
Increased Citation Rate

1
Data Not Shared (n=44)

|
Data Shared (n=41)

Piowar et al, 2007
https://doi.org/10.1371/journal.pone.0000308
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& Open Access to research data

Scil ifelab

The practice of providing on-line access to scientific information that is
free of charge to the end-user and that is re-usable.
— Not necessarily unrestricted access, e.g. for sensitive personal data
» “Asopen as possible, as closed as necessary”

Strong international movement towards Open Access (OA)

European Commission recommended the member states to establish
national guidelines for OA

— Swedish Research Council (VR) submitted proposal to the
government Jan 2015

Research bill 2017-2020 - 28 Nov 2016
“The aim of the government is that all scientific publications that
are the result of publicly funded research should be openly
accessible as soon as they are published. Likewise, research data
underlying scientific publications should be openly accessible at
the time of publication.” [my translation]

2018 - VR assigned by the government to coordinate national efforts
to implement open access to research data

L J

» Principle 1 - Open Data by default
» Principle 2: Quality and Quantity
» Principle 3: Usable by All

G8 Open Data Charter »

» Principle 4: Releasing Data for Improved

Governance

» Principle 5: Releasing Data for Innovation

A}




3 Why Open Access? Scil ifcLab

Democracy and transparency
— Publicly funded research data should be accessible to all
— Published results and conclusions should be possible to check by others

Research }&l
= 4

— Enables others to combine data, address new Accorth pblc o
questions, and develop new analytical methods Complont it

nnnnnnnnnnnnnnnnn

— Reduce duplication and waste - 7 9
Innovation and utilization outside research ’ V o | /‘./.'

nnnnnnnnnnnnnn
Higher citation rates

— Public authorities, companies, and private persons

outside research can make use of the data o
Citation ap

— Citation of data will be a merit for the researcher ndevipe oot @ wnn ety
that produced it

oooooooo



¢ Data loss is real and significant, Sci

“Lab

while data growth is staggering

MISSING DATA

As research articles age, the odds of their raw data being extant
drop dramatically.

100 @
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Data extant (assuming author responded)

o
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Age of paper (years)

Nature news, 19 December 2013

‘Oops, that link was the laptop of my PhD student’
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~9 months

- Assembled sequence 12 months

=== Capillary trace

=== Next generation sequencing read 18 months
1985 1990 1995 2000 2005 2010 2015

« DNA sequence data is doubling every
6-8 months and looks to continue for
this decade

* Projected to surpass astronomy data
in the coming decade

Slide stolen from Barend Mons
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NB?S Planning & Design SCiLy:ﬁLab
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NBZS Planning & Design Scil ifcLab

« Data Management planning
— What data & information will | need to answer my research questions?

— How can | keep track of that data and information during the project,
and beyond?

— =»Data Management Plans




S Data Management Plans Scil ifelab

Will become a standard part of the research funding application process

Data collection - data types and volumes, analysis code

Data organization - folder and file structure, and naming

Data documentation - data and analysis, metadata standards

Data storage - storage/backup/protection & time lines

Data policies - conditions/licences for using data & legal/ethical issues
Data sharing - When and How will What data (and code) be shared

Roles and responsibilities - who’s responsible for what & is competence
available

Budget - People & Hardware/Software

EDITORIAL - 13 MARCH 2018
Everyone needs a data-management plan

They sound dull, but data-management plans are essential, and funders must

explain why.



NBZS  Dunning-Kruger effect  Scil iftLab

A cognitive bias in which relatively
unskilled persons suffer illusory
superiority, mistakenly assessing their

ability to be much higher than it really is.
-Wikipedia



NB:S

NATIONAL BIOINFORMATICS
INFRASTRUCTURE SWEDEN

DMP tools SCiLy:ﬁLab

DMPonline

Putio DMPy  Funder mguioments  Help Q Language ~
Welcome

* Emat

ELIXIR Data Stewardship Wizard

Data Stewardship Wizard

DMPonine heips you 10 Create, review. and share Cita management flans Tat meet rettutona
and funder requrements. It s provided by the Ovgtal Curation Cantre (DCC)

Jon the gowng that have adogted
17,622 Users 203 Organisations Remember emal

@ Q [ s | For serious researchers gnd data stewards

Smart Data Management Plans for FAIR Open Science

L
3,083 Plans 89 Countries Bign in with instintional crecentials (UK only) ®

Some funders mandate Te use of DMPonine, while others POt 10 1 a8 a usehil opton. You can

" winOWE I0GEINg In, DUt the 100! provides takored guidance and
axamgie answers from the DCC and many rsearch organaations. Wity not sign up for an account
and try t out?

Design of experiment

Data design and planning Before you decide to embark on any new study, it s nowadays good practice to
consider all options to keep the data generation part of your tudy as limited as
Data Capture/Measuremant possible. It Is not because we can generate massive amounts of data that we always
2 o need to do so. Creating data with public money is bringing with & the responsibility
DMP for a ZonMw Pro;ect :.:(Z:("sﬂqard KR dota well and (f ly ks foe by
urath
others.

Data integration

Data Inerpretation

1. Ganeenl information @/ 11) Is there any pre-existing data?
nformation and nsight Are there any cata sets avallable In the world that are refevant to your planned
2 Logeienn e reguiemons © / 3 v i 4
3 Fircable 0/ 4
No
& Accesaba 21 1) O Yes

3. wtwrcoentie 0/ ©

8. Reusatie 0/ O)

+

T Sumaretem aota sormge 1 5

https://dmponline.dcc.ac.uk/

Will you be using any pre-existing data (Including other people’s data)?
Will you be referring to any earlier measured data, reference data, or data that
should be mined From existing literature? Your own data as well as data from
others!

No
© Yes

What reference data will you use?

https://dsw.fairdata.solutions/



https://dsw.fairdata.solutions/
https://dmponline.dcc.ac.uk/

NB?S Study & Analysis SCiLfeLab
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3 Structuring data for analysis  Scil .i’cLab

* Guiding principle

— “Someone unfamiliar with your project should be able to look

at your computer files and understand in detail what you did
and why.”

* Research reality
— "Everything you do, you will have to do over and over again”

— Murphy’s law
\
2] Trevor A. Branch 2- Follow
KA />
My rule of thumb: every analysis you do on a ) -
dataset will have to be redone 10-15 times =

before publication. Plan accordingly. #Rstats =




3 Structuring data for analysis  Sci! .ifcLab

Poor organizational choices lead to significantly slower research progress

“Your primary collaborator is yourself six months from now,
and your past self doesn’t answer e-mails.”

It is critical to make results reproducible

‘ :-.6
saghc i 7 mdert cohorts of

@ Sleity % predat APS a1
0 MOOrRstly Those Jetects Bl rak
s e 'qmunh .
ante

Gene-expression pattemns predict phenotypes of immune
' v

Vot v, 1o
OP™ 37 8 QEINOMC SDSrDNCS 18
00 ed 1o of*er popuUatione o‘ndo-

.
¥ reg
fies  with vercus Bwor o\
- Wit more eftective ‘\0;0«'!‘1:1
' e L L

o Creete =t Q’
. r\ﬁ&w 35 processes  (Bioed
qux gy

“I think you should be more explicit here in step two.”



NB:3S A reproducibility crisis

Scil 111Lab

HAVE YOU FAILED TO REPRODUCE IS THERE A REPRODUCIBILITY CRISIS?
AN EXPERIMENT?

Most scientists have experienced failure to reproduce resuits. X 7% 52% SESL 5

Don't know Yes, a significant crisis
@ Someone else's My own 3%
No, there is no

crisis

Chemistry

Biology

i
Prysics and PR e R ey
s £ : H s
i
i

1,576

researchers
surveyed

engineering

Medicine

38%
Yes, a slight
Earth and crisis
environment

Other

[1] "1,500 scientists lift the lid on reproducibility”. Nature. 533: 452—-454

[2] Begley, C. G; Ellis, L. M. (2012). "Drug development: Raise standards for preclinical cancer research". Nature. 483 (7391): 531-533.

A recent survey in
Nature revealed that
irreproducible
experiments are a
problem across all
domains of science’.

Medicine is among the
most affected research
fields. A study in Nature
found that 47 out of 53
medical research
papers focused on
cancer research were
irreproducible?.

Common features were
failure to show all the
data and inappropriate
use of statistical tests.



NB:3S A reproducibility crisis Scil ‘iﬁxLab

Reproduction of data analyses in 18 articles on microarray-based gene
expression profiling published in Nature Genetics in 2005-2006:

Can reproduce...

...In principle

. . . Software not available
...with some discrepancies

Data not

available Methods unclear

...from processed data
with some discrepancies

Different results

...partially with some
discrepencies

Summary of the efforts to replicate the published analyses.
Adopted from: loannidis et al. Repeatability of published microarray gene expression analyses.
Nature Genetics 41 (2009) doi:10.1038/ng.295




) What do we mean by .
o reproducible research? Scil ifeLab

| i i )

- Primarily for ones own benefit!
Same Ditterent Organized, efficient, in control.
Dynamic team members.
- Transparent what has been done
Same [ Reproducible Replicable - Some will be interested in parts of
the analysis. Make it easy to redo,
then adapt to own data.

Different Robust Generalizable All parts of a bioinformatics analysis have to be reproducible:

Environment

g
O__—u? 5%

Data Results

<>

Source code



First step - Organization Scil ifelab

—_— samples.mat

data



NB?S Now what? SCiIJ/iﬁLab

W N

‘ — — samples.old.mat

data D
— samples.mat




| guess this is alright Scil

“Lab

data

—

— samples.old.mat

— samples.old2.mat

— samples.mat



N\EBZS  Which one is the most recent?  Scil ifcLab

— N
—_— samples.mat

data B AN
— samplesV2.mat

— samplesFinal.mat

— samplesFinalV2. mat

— samplesUSE_THIS_ONE.mat



NB?S Another (bad) common approach SciLiﬁjLab

—_ N
b p— samples.mat
~ o
data . N

= ‘ p— samples.mat

—— -

N
I samples.mat

BN
P samples.mat

really-final



NB:3S A possible solution SCiLfeLab

NATIONAL BIOINFORMATICS
INFRASTRUCTURE SWEDEN

| 4 N
ﬁ = ﬁ . samples.mat

data 2010-09-28

. LN
— a S samples.mat

2011-03-31 b




3 Suggested best practices Scil ifelab

There is a folder for the raw data, which do not get altered, or intermixed
with data that is the result of manual or programmatic manipulation. l.e.,
derived data is kept separate from raw data, and raw data are not
duplicated.

Code is kept separate from data.
Use a version control system (at least for code) - e.g. git

There is a scratch directory for experimentation. Everything in the scratch
directory can be deleted at any time without negative impact.

There should be a README in every directory, describing the purpose of the
directory and its contents.

Use non-proprietary formats - .csv rather than .x[sx
Etc...



p- Version control

Scil ifelab

 Whatisit?

— Asystem that keeps records of your changes

— Allows for collaborative development

— Allows you to know who made what changes and when
— Allows you to revert any changes and go back to a previous state

» Several systems available

— git, RCS, CVS, SVN, Perforce, Mercurial, Bazaar

— git
* Command line & GUIs
* Remote repository hosting

— GitHub, Bitbucket, etc

git
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3 Non-proprietary formats Scil ifelab

A text-based format is more future-safe, than a proprietary binary format by
a commercial vendor

Markdown is a nice way of getting nice output from text.
— Simple & readable formating —
— Can be converted to lots of different outputs
* HTML, pdf, MS Word, slides etc

-—

Never, never, never use Excel for scientific analysis!
— Script your analysis - bash, python, R, ...

o
m
v
m
>
Pl
(@)
==
=
v
=
-
c
—
m

* AWONOD3 1VDILIT0d

WORKINGPAPER SERIES




" Directory structure for a sample project Sci | ;] Lab

msms
doc data SIC bin results
mys-analysachim! make itk Panc- sty notebook htmd
- analy g vs-anahss A
paper 2009-01-14 2009-01-15  2009-01-23
make file runall runall
m:xm el /N‘
yeast worm split] split2 split3
READMI READMI
rCast wlf worm N‘l

2

CCAML IS woren nss)

Noble WS (2009) A Quick Guide to Organizing Computational Biology Projects. PLoS Comput Biol 5(7): e1000424.
doi:10.1371/journal.pcbi.1000424
http://journals.plos.org/ploscompbiol/article?id=info:doi/10.1371/journal.pcbi. 1000424

TPLOS | seeymom



http://journals.plos.org/ploscompbiol/article?id=info:doi/10.1371/journal.pcbi.1000424

& Scil ifelLab

project

| - doc/ documentation for the study

|

|- data/ raw and primary data, essentially all input files, never
edit!

|- raw_external/
|- raw_internal/
|- meta/

code/ all code needed to go from input files to final results
notebooks/

intermediate/ output files from different analysis steps, can be deleted

scratch/ temporary files that can be safely deleted or lost
logs/ logs from the different analysis steps

results/ output from workflows and analyses

|- figures/

|- tables/

|- reports/

Adapted from https://github.com/Reproducible-Science-Curriculum/rr-init



Still missing something Scil i ~Lab

Need context > document metadata

From what was the data generated?

How do the samples differ?

What where the experimental conditions?
Etc




NB2S Metadata Scil 1fLLab

s Magpings Widge!

Human Phenotype Ontology

Summary Qasses Properbes  Nou

« Standards
— Controlled vocabularies / e

Ontologies
Agreed terms for different ]

phenomena .
HOW STANDARDS PROUFERATE:
(G AIC OWRIERS, CHARACTER ENCIONES, INSTANT MESSAGING, £7C)

47! RIDICULOUS! [Soon]

WE NEED To DEVELOP

STUATON: || S o o || STUATION:

HREARE || e oSEs. oy, || THEREARE

4 COMPETING ‘O iy 15 COMPETING
STANDPRDS.

R

Acute wunemg




NB:S FAIRsharing.org SciLfeLab

In the life sciences there are >600 content standards

lIl

-~

(tcr inolog) o) g guidelines |
o E[{: St
HH L o=
11 - >—
N\ A\ J
MAGE-Tab AAD miame
GCO‘;;AX CHEBI MIAPA
mi o8l vo MIRIAM
SOFT
CML eI FASTA PATO  ENVO MIX = G;::QAS REMARK
MOD
MITAB MzML XAOQ BTO ARRIVE  CONSORT

ISA-Tab SEDML... DO PRO IDO... MIASE MISFISHIE....



332G FAIRsharing.org Scil ifeLab

(was biosharing.org)

“AlEsharing oro | Pt | o | ot | oo AR

) _—

A curated, informative and educational resource on data and metadata standards, across
all disciplines, inter-related to databases and data policies.

") Recommendations ® :
- @ -~ Collections Educational

Crancards andior databatos r T o ot aret o 3 -l als A
Standards andior databases recommended Seandards and/or Axtabanes proused by About starndards, thelr use in databanes and

By journal or Turder data polies polcios, and how we can help you

domain, species or organization

remsty

h Bk @_,

699 Standards 974 Databases 97 Policies
! M) . ™ F o
n " &
1 10 Y )



- Lab notebooks Sci

Lab

Why?
— You have to understand what you have done
— Others should be able to reproduce what you have done




Lab notes - useful practices Sci! ifelab

Putin results directory
Dated entries
Entries relatively verbose
Link to data and code (including versions)

* Pointto commands run and results generated
Embedded images or tables showing results of analysis done
Observations, Conclusions, and ideas for future work

Also document analysis that doesn't work, so that it can be understood why
you choose a particular way of doing the analysis in the end



Where to take down notes

Sci

Lab

Paper Notebook
Word processor program / Text files
Electronic Lab Notebooks
'Interactive’ Electronic Notebooks
— e.g. jupyther, R Notebooks in RStudio

— Plain text - work well with version control (Markdown)

— Embed and execute code
— Convert to other output formats

html, pdf, word



http://jupyter.org/
http://rmarkdown.rstudio.com/r_notebooks.html

3 R Markdown Scil ifelLab

R Markdown

* R Markdown makes your analysis more reproducible by
connecting your code, figures and descriptive text. Differential expression analysis using linear models
* You can use it to make reproducible reports, rather than e.g.

. X . C

copy-pasting figures into a Word document. : ‘"‘:"‘”‘

. . o rod wet hom 1
* You can also use it as a notebook, in the same way as lab o

. . whk which blood blochemistry factors can be used togother In Boear regression 1
notebooks are used in a wet lab setting VWPemsu. ... -
Lincar regrossion using Benma 5
Curselate Ve bic ary 1o PCI of geoe expromion [
'\" « ‘-‘l 1?.' h"‘ - : Al 3 :
s DifServatial expr e p
Sesslon nfo 2

Introduction

{r setup, echo=F,
b yCknitr)
opts_knitSset(root.dir-normalizePath(

Check which blood biochemistry factors can be used together in
linear regression

¥ Introduction
This report ond cnolysis sets out to explore the possibility to use the blood biochemistry " wd the Slochermintry data (thin She bas born cleaned ap sad preprocemsed by the Bb_pretrestsest Rad
foctors to predict gene expression. X
- reoad. e rov. sases+l, ctheck. sases~¥)
e omitids
sanplednao < ) strisgedsFactare~F

# Check which blood blochemistry f rs con be used together in lineor regression Teviases (sanpl < saapishiacdVoode
’ p t wre . A
F dota re r LT i macr "we

First lood the biochemistry dato (this file has been cleaned up ond preprocessed by the "bb_pretreotment . Rad . mye ~dary y amemis rubjects
script): sazplestesy <~ seapledssofVoode [with(saspledase, Iteslrceleficiescy & !isOutlier &

{r g - g S g o = e ondaryinenis & asMacrecysichoenia & Vis sa(Bate)))
b“th JE, 3 » ing e - chack of) g W <« biech [roveanes (biech) Xintasapieskeep, )

< 08 \ ’ v ! .names~. , POk, name s~ )

bioch <- na.omit(bioch)
sampleAnno « reod.peh-(_ » StringsAsFoctors«:) VIF scores
rownames(sampleAnno) < sampleAnno$Vcode

The Varlanoe Inflation Factor (VIF) soore s & way 10 chex
S U e

samplesKeep <- sompleAnnoSVcode[with(sampleAnno, 'hasironDeficiency & !isOutlier &

!hasSecondaryAnesia & |hosMocrocyticAnemia & !is.na(Date))] < ""'\*_‘A"‘ .
bb <- bloch[rowncmes(bloch)¥irdscmplesKeep, ] s that VIF>4 nod further
Delow we ondoulste VIF sooves for on ating age arsl grader -
¢ mch blascs

thowe two factors will Bely bo seed &




NBZS jupyter

Scil lfeLab

LR S et o

-
T e TR I .
™ o Ry roent O Marred [E ) g | Heenld O
B 4+ 2 B ¢ ¢ 1 B C Com : W Cetfocha

Study of velocity/energy relationship (1722-03-17, W. Gravesande)
¥ 1 Srop Srass bads hom various heights and Measuns Denetraton dep™ 0 a Biock of clay, can | settls the dapute mgarding cormervation of enempy?

In [146): import statsscdels as sm) laport matplotlid.pyplot aa plt) Lagort acapy
piv roParems | “figure.figeine”) = (4, D)
Gana = ("Depantafl.t, 4.3, 0.7, 15,5, 20,3, 00.0), “selgwtafli, 2, 0, 4, 5, §))

Tost Desaler's hypothess Tat Knetc enagy. and thamby Daretration depth, & inear with respect 10 height

In [147]: zea = sa.forsula.epi.ols(formclia = Depth Baight', data = data).fity)
= grephios.apl.ples_titires, 1)

SRR L Fmnd vakses verius Heght
€ o twn ‘
.
£ ' !
i L9
L
T B Bk % 8,
b o

Owarylsh, bt maybe Bamoull's Quadaato model fns beme?

In [J4R): zea = suf.ols(formula = 'Depth ~ nampy.powes(Nelght,.2)', data = data).fit()
. graghios.apl.plos_fit(res, i)

Dut{148]: Fted values veruus numgy powerileaght, 2)
w " .
o Dwes .
B e W
i -
£ .
. .
RS ¢
' » ) »

P
Jupyter
g

In-browser editing for code,
with automatic syntax
highlighting, indentation, and
tab completion/introspection.

The ability to execute code
from the browser, with the
results of computations
attached to the code which
generated them.



3¢ Project organization Scil ifelab

There’s no perfect set-up
— Decide on a strategy

— Example starting points/templates
 https://github.com/chendaniely/computational-project-cookie-cutter
 https://github.com/Reproducible-Science-Curriculum/rr-init
* https://github.com/nylander/ptemplate

Communicate and discuss structure and ways of working with collaborators
Document as you go

Done well it might reduce post-project explaining



https://github.com/chendaniely/computational-project-cookie-cutter
https://github.com/Reproducible-Science-Curriculum/rr-init
https://github.com/nylander/ptemplate

\1 Reproducible Research tutorials Scil ifelab

A NBIS Regroducidie research cowrse

= e CONDA
0 git ‘,‘\\x\'é \J) Snakemake
e . ..‘.\‘\\‘ =
@ —@® _ jupyter
S

&)
-*dockcr

®@ @ & ©
@0 60 @
@[¢) 00
O

https://nbis-reproducible-research.readthedocs.io/en/course 1803/



https://nbis-reproducible-research.readthedocs.io/en/course_1803/

3 Project collaborationtools  Sci! .i/cl.ab

* Open Science Framework - http://osf.io
— Organize research project documentation and outputs
— Control access for collaboration
— 3rd party integrations
* Google Drive

* Dropbox
° G|tHUb My fabulous project = -
e External links - -
e Etc
— Persistent identifiers Welcome

— Publish article preprints .. ‘ o [ [

Name



http://osf.io




Personal data - Legislation SCiLfBLab

GDPR - General Data Protection Reqgulation
(Dataskyddsforordningen) + others

Act concerning the Ethical Rélliew of Resgarch

Invo vmg Humans (Lag om etikprovning a\g forskning
som ¥

L7 =




S GDPR Scil ifelLab

All kinds of information that is directly or indirectly referable to a natural
person who is alive constitute personal data

To process personal data:

— All processing of personal data must fulfil the fundamental principles defined in the
Regulation.

®* Decide a purpose and stick to it

*  Only collect data that is needed @&Q)éc‘?
* Don't collect more data than necessary %o& @?

* Don’t use data for another incompatible purpose @ @‘\0\

* Erase data when no longer needed \o&é\Q\

®* Ensure that data is correct and updated &Q\QO%

* Protect collected data — confidential and intact @-Q’ &

* |dentify the legal basis for data processing before it starts
®* Inform in a transparent and honest way

The Data Inspection Board (Datainspektionen) is the Swedish Data
Protection Agency

— Changing name - Integritetsskyddsmyndigheten



2 GDPR - Legal basis Scil ifelab

Consent
To be able to fulfil contract with data subject
Legal obligation

Necessary in order to protect the vital interests of the data
subject

Public interest

Necessary for the purposes of the legitimate interests
pursued by the controller



> GDPR - Sensitive data Sci Lab

Special categories (Sensitive data)

— ... racial or ethnic origin, [...] genetic data, [...], data concerning
health ... Art. 9 (1)

— Processing is prohibited unless...
* explicit consent is given Art. 9 (2)a

* processing is necessary for scientific research in accordance with
Article 89(1) based on Union or Member State law which shall be
proportionate to the aim pursued, respect the essence of the right to
data protection and provide for suitable and specific measures to
safeguard the fundamental rights and the interests of the data
subject. Art. 9 (2)]

* Member State specific conditions and limitations possible
for processing of health & genetic data Art. 9 (4)

e Sweden
— Consent?

— Public interest = Ethical review necessary (often includes
consent)



GDPR — Roles Scil ifelab

The (legal) person that decides why and how personal data should be
processed is called the Controller (personuppgiftsansvariq)

— e.g. the employing university
— Controller responsible for

Has to ensure the rights of the individuals

Take measures to ensure that the Regulation is followed, and be able to
show that it is

Privacy by Design as standard

Keep a register of processing

Apply security measures when processing data

Report personal data breaches to the Data Protection Authority

Perform Impact Assessments and consult Data Protection Authority
(when necessary)

Appoint Data Protection Officer

The controller of personal data can delegate processing of personal data
to a Processor (personuppgiftsbitrade)

— e.g. UPPMAX/Uppsala university
— Joint responsibility with Controller



A
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GDPR — Roles Scil ifelLab

- A Data Protection Officer (dataskyddssombud)

GU

Kil

KTH

LiU

The natural person that is responsible for ensuring that the
organization/company adheres to the GDPR

Educate
Audit

Contact point between organization and Data Protection Agency

LU
https://medarbetarportalen.qu.se/projeki- https://personuppaqifter.blogg.lu.se
process/aktuella-projekt/dataskyddsforordning sSuU
https://www.su.se/medarbetare/organisation-
https://ki.se/medarbetare/gdpr-pa-karolinska-institutet styrning/juridik/personuppgifter/dataskyddsf%C3%B6r
ordningen
https://intra.kth.se/anstallning/anstallningsvillkor/att- UmU
vara-statligt-an/behandling-av- https://www.aurora.umu.se/regler-och-
person/dataskyddsforordningen-gdpr-1.800623 riktlinjer/juridik/personuppgifter/
uu
https://insidan.liu.se/dataskyddsforordningen/anmalan- https://mp.uu.se/web/info/stod/dataskyddsforordninge

av-personuppgiftsbehandling?l=sv n



https://medarbetarportalen.gu.se/projekt-process/aktuella-projekt/dataskyddsforordning
https://ki.se/medarbetare/gdpr-pa-karolinska-institutet
https://intra.kth.se/anstallning/anstallningsvillkor/att-vara-statligt-an/behandling-av-person/dataskyddsforordningen-gdpr-1.800623
https://insidan.liu.se/dataskyddsforordningen/anmalan-av-personuppgiftsbehandling?l=sv
https://personuppgifter.blogg.lu.se/
https://www.su.se/medarbetare/organisation-styrning/juridik/personuppgifter/dataskyddsf%C3%B6rordningen
https://www.aurora.umu.se/regler-och-riktlinjer/juridik/personuppgifter/
https://mp.uu.se/web/info/stod/dataskyddsforordningen

Act concerning the Ethical Review Scil iclLab

Research that concerns studies of biological material that has been
taken from a living person and that can be traced back to that person
may only be conducted if it has been approved subsequent to an

ethical vetting

Informed consent

— The subject must be informed about the purpose or the research
and the consequences and risks that the research might entalil

— The subject must consent b
O \E

==

7/\
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3 Genetic information Sci Lab

The genetic information of an individual is personal data
— Sensitive personal data (as it relates to health)

* Explicitly defining in GDPR
— Even if anonymized | pseudonymized

— In principle, no difference between WGS, Exome, Transcriptome or
GWAS data

Theoretically possible to identify the individual person from which the
sequence was derived from the sequence itself

— The more associated metadata there is, the easier this gets

— Gymrek et al. “Identifying Personal Genomes by Surname Inference”. Science 339, 321
(2013); DOI:10.1126/science.1229566

Apply technical and organizational measures to protect the sensitive data, e.q.
— Strong IT security and procedures to limit access to data
— Separate from other personal data
— Pseudonymization
—  Encryption.



Bianca & Mosler Sci! l*rf Lab

Bianca
— Swedish Research Council funded - SNIC Sens project
— Implemented by SNIC/UPPMAX

— 3200 cores/ 1 PB
—  Opened april 2017 https://uppmax.uu.se/resources/systems/the-bianca-cluster/

Mosler (nearing end of life)
— e-Infrastructure for working with sensitive data for academic research
®* Developed & operated by NBIS
— Inspired by Norwegian solution (TSD) https://nbis.se/infrastructure/mosler.html
— Designed to look like UPPMAX clusters

— Implementation project completed Nov 2015 .
— “Pilot-size system” N”\L”i
— 24 nodes, 270 TB PR

£ ‘.. )

Provide users with a compute environment for sensitive data, with an
appropriate level of security


https://nbis.se/infrastructure/mosler.html
https://uppmax.uu.se/resources/systems/the-bianca-cluster/

O e
%°® Tryggve

Nordic Collaboration for Sensitive Data

@ NordForsk ©NEIC e,?g'," E’?VF. e,?«-r-‘ E,{X-r-'

FinLanNo NORWAY sweEoen

https://wiki.neic.no/tryggve



https://wiki.neic.no/tryggve

Tryggve vision

Tryggve2 develops and facilitates access to secure
e-infrastructure for sensitive data, suitable for hosting
large-scale cross-border biomedical research studies




Tryggve major deliverables

1. Sensitive data archiving
2. Production quality processing services
3. Homogenized user experience

o User mobility
o  Workflow mobility

o Data mobility .
4. Nordic use cases https://neic.no/tryggve/usecase/

o Research
o Infrastructure development

5. ELIXIR AAl
IT Security
7. ELSI Topics

o


https://neic.no/tryggve/usecase/

NB:S Data Publishing & Re-use SCiLy:cLab

NATIONAL BIOINFORMATICS
INFRASTRUCTURE SWEDEN

International repositories
ENA, ArrayExpress, PRIDE
EGA, ...

Data
Publishing
& Re-use
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Data Publishing & Re-use Sci

Lab

Research Data Publishing is a cornerstone of Open Access

Long-term storage

— Data should not disappear

Persistent identifiers

— Possibility to refer to a dataset over long periods of time
— Unique

— e.g. DOIs (Digital Object Identifiers) d
Discoverability

— Expose dataset metadata through search functionalities

ssssssssssssss

. Strive towards uploading data to its final
destination already at the beginning of a project



325 Long tradition of data publication Scil .i'Lab

DNA sequence databases: Genbank and EMBL db 1982
Protein structures: PDB 1969

Proc. Natl. Acad. Sci. USA

s 198

Submission of data to GenBank

CHRISTIAN BURKS AND LAURIE J. TOMLINSON
Theoretacal Biclogy and Bsophysics Geowp T-00. MS K710, Los Alamos Natiooal Laboratory, Los Alames, NM 57545

: u . < Growth of the GenBonk Dotobose
In response to both the ever-increasing rate of determining Electronic file transfer. Files can be October 1982 Lo August 1987

nuclcotide sequences (1) and the growing trend among network to the network GenBank submis  'S-
Journals to allow articles to appear that describe the results above, This address—in most cases with
of determining a sequence without explicitly presenting the can be reached from various networks, 5
sequence (1), GenBank* (2-5) and a number of the journals ARPANET, USENET, JANET, JUNET, etc. /
that publish nucleotide sequence data are working together to work or system expert how to send electro
promote the direct, timely submission of nucleotide sequence us for help. Floppy disks. Wecanread M 9.
data to GenBank. The policy being established by the or $¥ein dntgucs written on MS-DOS s
PROCEEDINGS is described in the editorial on p. 407; bere, we that the submitted data be written as flat
will provide a bricf summary, in the context of this policy,of 18 a format specific to a given word § 6.

) —

rai

1983 1984 1985 1986

Millions of Boses

g

|

“The author will provide the accession R -~ o Wi
number to the PROCEEDINGS Figure 1.

[PNAS] office to be included in a

footnote to the published paper.” Bilofsky & Burks (1988)

Nucleic Acids Research v16 n5



NB:2S Human genome project Scil 1fLLab

Bermuda Principles for sharing DNA sequence data

Automatic release of sequence
assemblies larger than 1 kb
(preferably within 24 hours).

Immediate publication of finished
annotated sequences.

Aim to make the entire sequence
freely available in the public
domain




< Data persistency issues Scil ifcLab

URL decay in MEDLINE—a g4-vear follow-up =
study

Jonathan D. Wren’
+ Author Affiliations

“To whom correspondence should be addressed

Received January 22, 2008

Revision received March 11, 2008.

Accepted April 6, 2008

80% ~—u—2007 abstracts (6,154 URLs, 1210 down)
80% 1 —e—2005 abstracts (3,327 URLs, 625 down)
) —a—2004 abstracts (2,294 URLs, 460 down)
70% 4 2003 abstracts (1,630 URLs, 319 down)
IXN T asna % of total URLs published to date
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g
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Year URL first published

Jonathan D. Wren Bioinformatics 2008;24:1381-1385

* Link rot - more 404 errors
generated over time

* Referencerot” - link rot plus

content drifti.e. webpages
evolving and no longer
reflecting original content
cited

* Term coined by Hiberlink http://hiberlink.org



http://hiberlink.org/

NB2S FAIR Scil ifeLab

 To be useful for others data should be

— FAIR - Findable, Accessible, Interoperable, and Reusable
... for both Machines and Humans

Wilkinson, Mark et al. “The FAIR Guiding Principles for scientific data management and
stewardship”. Scientific Data 3, Article number: 160018 (2016)
http://dx.doi.org/10.1038/sdata.2016.18

m
Box 2 | The FAIR Guiding Principles
SCIENTIFIC D AT A e

F2. data are described with rich metadata (defined by R1 below)
F3. metadata clearly and explicitly include the identifier of the data it describes

OPEN Comment: The FAIR Guiding F4. (meta)data are registered or indexed in a searchable resource
SUBJECT CATEGORIES . . . - -
nciol for i i To be Accessible:
Princ p es for scient ﬁC data N Al. (meta)data are retrievable by their identifier using a standardized communications protocol
ma nagement and stewa rd5h|p Al.1 the protocol is open, free, and universally implementable
Al.2 the protocol allows for an authentication and authorization procedure, where necessary

Mark D. Wilkinson et al.” A2. metadata are accessible, even when the data are no longer available
IE:LT&T?;&"XTX:&‘IL‘ ‘,‘..,'.':.‘.Z'."','.‘:.'f.'.‘.m. pt:n.k‘n hove To be Interoperable:

Secowed 10 Decomter 2013 :":::"‘: :.:::-N ""‘:":‘;“":”‘;:" "‘“:‘:“‘:" "‘h""";"“:‘:‘_":‘;"":' I1. (meta)data use a formal, accessible, shared, and broadly applicable language for knowledge representation.

peed 12 febnery I anhance the reussbilty e O . D R e e W Bt e s 12. (meta)data use vocabularies that follow FAIR principles
FOmioies 13 Murnh 55 schvotar, the FAIR Principles put speciic emphasis on enhancing the ability of machines to sutomatically 13. (meta)data include qualified references to other (meta)data

find and use the data, In sddition 10 spporting its reuse by individuals. This Comment &s the frst
formal publcation of the FAIR Principles, and inchudes the rationale behind them, and some exemplar To be Reusable:

mplementastions @ the communty
R1. meta(data) are richly described with a plurality of accurate and relevant attributes

. P A good data R1.1, (meta)data are released with a clear and accessible data usage license
Good data # 1 not & goal in Rsel, Wt fidier b e day condult iod ng to knowledge R1.2. (meta)data are associated with detailed provenance
o R1.3. (meta)data meet domain-relevant community standards

e dat the
lady data publcation prevents us from extracting masimum
nents lea. ref. 1) Partially in rescomse to tha scence funde

DOI: 10.1038/sdata.2016.18


http://dx.doi.org/10.1038/sdata.2016.18

Scil ifelab

G20 HANGZHOU SUMMIT

‘We support appropriate efforts to promote ope
nd facilitate appropriate s to publi ny nded
search results on findable, sible, interoperable and r

1““) ‘ .

v.t-
“‘b"a"‘ 3" '2.

- v?-ﬁ‘i | y M'" ”i ?.
e

. a
| : - ; ' ’ , ’ - ' . F
|




NB2S

European Commission Scil lfLLab

European Open Science Cloud - EOSC

— Enable trusted access to services, systems and
the re-use of shared scientific data across
disciplinary, social and geographical borders.

— FAIR principles are a cornerstone of EOSC

WD Pt A T

EUROPEAN COMMISSION

- DIRECTORATE-GENERAL FOR RESEARCH & INNOVATION
The Director-Ganersd
Brussels, 10 July 2017
EOSC Declaration

RECOGNISING the chalienges of dasa drives rescarch in punsuing cxcellest science;

GRANTING that the vision of European Open Science is that of a rescarch data comm
widely inchasive of all disciplines and Member States, sustainable in the long-term,

CONFIRMING that the implementation of the EOSC is & process, oot & peoject, by its ma
iterative and based oa constant leaming and mutual aligament;

UPHOLDING that the EOSC Summit marked the beginning and not the end of this prex
one based om continuous cagagement with scicatific stakeholders, the European Comemassi

PROPOSES ®at all EOSC sukeholders comsader sharing the following imtents and
asctively 1 thesr trp) Aton in the respective capacios

Data culture and FAIR data

vV

»  |Data culture] Esropean science must be grounded in a common cultere of data stowardshsy
that h data is gancd a8 a sigeaficam output of rescarch and 5 appropriascly cul
throughout and afler the poriod conducting the research. Only » comsiderable cultural chasge
enable longerm reuse for soience and for mnovation of data creased by research activine:
disciphacs, institutions or counrics must be loft bekind

»  [Open access by-defanlt] AN rescarchers @ Esrope mest crjoy acoess 10 an open-by-def
efficient mnd cross-discipiinary rescarch duta covirenment supponed by FAIR dsia prined
Open acoom mat be the default sctting for all rosults of publicly funded rescarcd in Fu
allowing for proportionate limstations oaly in duly jestifiod cases of personal data protec

fideessality, IPR ¢ ] security of sienilar (e ‘a8 open as possible and as ¢l
= necossany’)

» |Skills) The necossary skalls and oducation in rescarch data managemont, data sicwandship
dats science should de provided Sroughost S EU 2 pant of dgher oducation, the trai
systwom and on-the-job best practice in e industry. Usiversty assocations, res
organisstions, rescarch bdvanies and other oducational beokers play an emportare role dut
need subntastial suppon from Be Esropean C d e Member States

7 [Dats stewardship] Rescarchers noed the support of adegquatcly trmsed data stowards
Exropean C iom and Momber Stves should invent in the oducation of data stowards
carcer peogramnes delivered by mmiversities, rescarch institutions and other trans-Euro
agents.

7  |[Rewards and lncentives] Rewarding roscarch data sharing & oncstial  Roscarchers who 1
rescarch data open and FAIR for reuse andior rouse and reproduce data should be rewarded,



235 International public repositories  Scijl 1.ab

SR EuRoreAN e
@\\ ARCHIVE ‘M/ E N A

European Nucleotide Archive

|I|||Ih. vietaboLights Protein Data Bank in Europe

E___and

Bringing Structure to Biology

~ C=BioStudies.

it L Y ‘
. MYV 18
DodITIPICS

&) European Variation Archive |
' c dbSNP e
<3 NCBI Short Genetic Variations _% Image Data Resource

* Best way to make data FAIR

* Domain-specific metadata standards

nning & Design

. Consider structuring metadata in the format needed |
by the repository already at planning stage e



NB?S ELIXIR Deposition Database list SciLiﬁjLab

Deposition
Database

ArrayExpress

BioModels

EGA

ENA

IntAct

Metabolights

Functional genomics data. Stores data from high-
throughput functional genomics experiments.

Computational models of biological processes.

Personally identifiable genetic and phenotypic data
resulting from biomedical research projects.

Nucleotide sequence information, covering raw
sequencing data, contextual data, sequence assembly
information and functional and taxonomic annotation.

IntAct provides a freely available, open source database
system and analysis tools for molecular interaction data.

Metabolite structures and their reference spectra as
well as their biological roles, locations and
concentrations, and experimental data from metabolic
experiments,

International
collaboration
framework *

European
Bioinformatics
Institute and the
Centre for
Genomic
Regulation

International
Nucieotide
Sequence
Database
Collaboration

The Iinternational
Molecular
Exchange

Consortium

International

Deposition collaboration
Database Data type framework !
PDBe Biological macromolecular structures. wwPDB
PRIDE Mass spectrometry-based proteomics data, including The

peptide and protein expression information
(identifications and quantification values) and the
supporting mass spectra evidence.

ProteomeXchange

Consortium

£ Suppor
Pending incorporation into a Node Service Delivery Plan (see How countries join):
BioSamples stores and supplies descriptions and NCBI BioSamples

metadata about biological samples used inresearchand  database
development by academia and industry.

BioSamples

Descriptions of biological studies, links to data from
these studies in other databases, as well as data that do
not fit in the structured archives.

BioStudies

EVA The European Variation Archive covers genetic variation dbSNP and dbVAR
data from all species.

EMDB The Electron Microscopy Data Bank is a public
repository for electron microscopy density maps of

macromolecular complexes and subcellular structures.

https://www.elixir-europe.org/platforms/data/elixir-deposition-databases



https://www.elixir-europe.org/platforms/data/elixir-deposition-databases

- Surprisingly few submit to Sci!l ieLab
international repositories

* NIH funded research
— Only 12% of articles from NIH-funded research mention data
deposited in international repositories

— Estimated 200000+ “invisible” data sets / year

Read et al. “Sizing the Problem of Improving Discovery and Access to NIH-Funded
Data: A Preliminary Study” (2015)
PLoS ONE 10(7): e0132735. doi: 10.1371/journal.pone.0132735



2 What about sensitive data? cil.ifcLab

é)uropcdn

O I
« EGA - European Genome-phenome Archive o

— Repository that promotes the distribution and sharing of genetic
and phenotypic data consented for specific approved uses but
not fully open, public distribution.

— All types of sequence and genotype experiments, including case-
control, population, and family studies. _— <"“::

« Data Access Agreement
— Defined by the data owner -
 Data Access Committee — DAC R < -
— Decided by the data owner e T p—




N2>

APIS

etadata

[ J
@R curoPEAN
S~ GENOME-PHENOME
WSS ARCHIVE

wnommm

ON METADATA

2 f4ﬁ4 Y

NUTHENTICATION

SYNC

Data
submitter

(services,

@
users...) e(}felera te



3 “Long-tail data” repositories  Sci! .i/cl.ab

/

* Research data that doesn’t fit in structured data repositories
» Data publication - persistent identifiers
* Metadata submission - not tailored to Life Science
— Affects discoverability
— (Less) FAIR
* Sensitive data a potential issue

Figshare - https://figshare.com/
EUDAT - http://eudat.eu/

Data Dryad - http://datadryad.org/
Zenodo - http://www.zenodo.org/

Number of results

< More gener{c mote '5{’60'5"‘)



33Q Persistent identifier for yourself Scil ifLab

ORCID is an open, non-profit, community-driven effort to create and
maintain a registry of unique researcher identifiers and a transparent
method of linking research activities and outputs to these identifiers.

http://orcid.org
Persistent identifier for you as a researcher

=

Uppsala Universitet: Uppsala, Sweden

orcid org0000-0002-4520-044X

Also known as

c Uppsala Universitet: Uppsala, Sweden
~LOuNtry

v Employment (7) 11 Sort

Stockholms Universitet Stockholm, Sweden

Kungliga Tekniska Hogskolan: Stockholm, Sweden


http://orcid.org

NBIS Data Management support  Scil ifclLab

,
/

* Project planning
— Metadata
— File formats
— Licensing
— Data Management Plans

« Data analysis

« Data publication and submission
— Support submissions to public repositories
— Metadata
— DOiIs to dataset (if needed)



NB?S Gaps in the NGS Data Life Cycle SCiLﬁLab

NATIONAL BIOINFORMATICS
INFRASTRUCTURE SWEDEN

Interoperability

International repositories o
ENA, EGA, ArrayExpress, ... Research \ \POIICIGS

Data \

I Planning \ __;.- NATIONAL
| Data = GENOMICS

[ Publishi \ == INFRASTRUCTURE
I ublishing Generation ‘ Next - B
g j ' & Re-use

Hu;ﬁ;.c-lata

Long Term Data
2l Study &
Storage / Analysis
Archiving Term
Data
Storage
& File

Sharing -
_ -

- - -
Lower-cost storage

from which data can be
staged to HPC systems

p——————

[}
I
[}
1
1
\
\

Legally, archiving is a
responsibility of the universities
Note! Higher security for
human derived data

Human derived data

Strategy for this being
worked at by SciLifeLab

Solutions are planned
by SNIC



NB:3S SciLifeLab

NATIONAL BIOINFORMATICS
INFRASTRUCTURE SWEDEN

Research Data Life Cycle

International repositories

ENA, EGA, ArrayExpress, ...

4] / N,  SciLifeLab Platforms

R h B
. ’ , e':s)ggc \\ Interoperability
Ell ”-// Planning

& Design ici
l o g o \ Policies
Publishing Generation ‘ BioVis
& Re-use / |
Long Term \ Vo Data ' ’ N B?S
Data Study & l

Storage / Short .
rehiving /" Tern  \ SR T Dl

e a o UPPMAX |

Storage
& File R —
Sharing

== NATIONAL !
== INFRASTRUCTURE

Rext-Conaraten Sequeacing snd Cematyping for Swedinn esearch

-

e

S NB:S!
Human data

-

p——————

e

A
MOSLER

p——————
-

&

4

S m———

Large research infrastructures, universities, SNIC and SUNET
discussing how this best could be solved Human derived data



2 Take home messages Scil ifeLab

Consider doing a Data Management Plan for your project
— How do you ensure that your research output is FAIR?

Plan for submitting "raw data” to public repositories as early as
possible

Organize project metadata from the start
— In ways that makes it easy to submit to public repositories
— Use available standards

Pick a thought-through file and folder structure organization for your
computational analyses

Strive for reproducibility

— Data & Code

Be aware that there are legal aspects to processing human data
Ask for help if you need it!



3 Source Acknowledgements  Scil .ifcLab

Research Data Management, EUDAT - http://hdl.handle.net/11304/79db27e2-c12a-
11e5-9bb4-2b0aad496318

Barend Mons - FAIR Data
Antti Pursula - Tryggve https://neic.no/tryggve/

Noble WS (2009) A Quick Guide to Organizing Computational Biology Projects. PLoS
Comput Biol 5(7): €1000424. doi:10.1371/journal.pcbi.1000424

Reproducible research

* Reproducible Science Curriculum - https://github.com/Reproducible-Science-
Curriculum/rr-init

* Leif Viremo & Rasmus Agren

* https://bitbucket.org/scilifelab-lts/reproducible_research_example/src

* https://nbis-reproducible-research.readthedocs.io/en/course 1803
GDPR

* Datainspektionen - https://www.datainspektionen.se/lagar--
regler/dataskyddsforordningen/

* Regina Becker, ELIXIR Luxemburg
...and probably others | have forgotten


http://hdl.handle.net/11304/79db27e2-c12a-11e5-9bb4-2b0aad496318
https://neic.no/tryggve/
http://journals.plos.org/ploscompbiol/article?id=info:doi/10.1371/journal.pcbi.1000424
https://github.com/Reproducible-Science-Curriculum/rr-init
https://bitbucket.org/scilifelab-lts/reproducible_research_example/src
https://www.datainspektionen.se/lagar--regler/dataskyddsforordningen/

